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Abstract

For the Tardos traitor tracing scheme, we show that by coimipithe symbol-symmetric accusation
function of Skoric et al. with the improved analysis of Blayer and Tassaget further improvements.
Our construction gives codes that are up to 4 times shorger Blayer and Tassa’s, and up to 2 times
shorter than the codes froBkorit et al. Asymptotically, we achieve the theoretigaimal codelength
for Tardos’ distribution function and the symmetric scaradtion. For large coalitions, our codelengths
are asymptotically about93% of Tardos’ original codelengths, which also improvesrupesults from
Nuida et al.

1 Introduction

Watermarking digital content allows distributors of coipyited digital data to embed so-called fingerprints
into their data in such a way that each copy of the data can logiely identified. These watermarks are
made in a robust way, so that users cannot change or remavefthe the content. If a copy of the
data is then illegally distributed to unauthorized useisiatercepted by the distributor, he can extract the
fingerprint from the copy and find the person whose fingerpdmiata was distributed. Actions can then
be taken against this user, to prevent further illegal ibigtion.

To be able to trace the watermarked data back to the user, &g that the embedded fingerprints
for each user are different. However, by comparing thefied#ntly watermarked copies of the content,
multiple malicious users can form a coalition and deteded#nces in their content. Assuming that besides
the watermarks all copies are the same, this allows coaditio detect part of the watermark. By editing
this data, they can then create a forged copy, which conttaérsame digital content as their original copies,
but has a forged fingerprint that cannot be traced back to thiesotly. Under the marking assumption,
which says that colluders can only detect and edit fingerpositions if their fingerprints do not all match
on that position, there are ways to construct fingerprirgecigemes such that any forged copy can be traced
back to at least one of the colluders. This involves findingstruction for fingerprints for each of the
users, and finding a way to trace back forged copies to gusiysu

1.1 Model

LetU = {1,...,n} denote the set of theusers that received watermarked content. Here a user porrds

to one watermarked copy of the content, so a person who messssveral differently watermarked copies
of the data is assumed to control multiple users. For eaahjuke distributor generates a fingerprint (also
called a codeword), which is usually denoteddpy This codeword is a vector of lengtt(the codelength)
of symbols from an alphab& of sizeq. The casea) = 2 corresponds to the binary alphabet, which is
usually taken a®) = {0,1}. All fingerprints together form the fingerprinting co@= {Xi,...,%}. A
common way of representing this code is by putting all codew@s rows in a matriX according to
Xiji = (X))i-
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After assigning codewords to users and distributing theemaarked copies, a subsetC U of c users
(called colluders or pirates) may form a coalition to cremferged copy. Using some pirate stratggya
functionQ®*¢ — Q’, they construct a forged copy, which has some unknown déstdingerprinip (X) =y
called the forgery. For the pirate strategywe assume that the marking assumption holds, i.e. if for all
j € C the pirates havéX;); = w for some positiori and symbolw € Q, then the coalition is forced to
outputy; = w. On other positions, we assume that colluders are free tosehany of the symbols from the
alphabet.

Finally, after the coalition has created a forged copy, veeiae the distributor intercepts it and extracts
the forgeryy from the data. He then runs some tracing algorithion the forgery, to get a subsety) CU
of users that are accused. The accusation is said to be sftudgésio innocent users are accused (i.e.
o(y) € C) and at least one guilty user is accused @&y) NC # 0).

In the setting of probabilistic schemes, the cadand the tracing algorithra may depend on some
random variables. The events of not accusing any innocers {soundness) and accusing at least one
guilty user (completeness) then also depend on these randdatbles. Then, instead of demanding that
a fingerprinting scheme is always sound and complete, we ramadd that the probability of failure is
bounded by some small valgewhere the probability is taken over these random variaflas leads to
the following definitions of;-soundness angy-completeness.

Definition 1 (Soundness and completenedsi¢t CC U be a coalition of size at most ¢, and jgbe some
pirate strategy employed by this coalition. Then a traitaccing scheméX, o) is callede;-sound if

Plo(p(X)) ZC] < &1.
Similarly, a fingerprinting scheme is calleg-complete if
Plo(p(X))NC=10] < &.

As we will see laterg; /n ande; are closely related in the Tardos fingerprinting schemerdfbee it is
convenient to introduce the notatign= log(&2)/1og(&1/n) such that, = (&/n)", which describes how
big &, is, compared t@; /n. Also, we sometimes simply say a scheme is secure, to dematté ts sound
and complete for certain (implicit) parameteisande,.

1.2 Related work

In [8], Tardos investigated probabilistic binary fingergitng schemes where small margins of error are
allowed. He proved that a codelength/of Q(c?In(n/g;)) is necessary to achieve soundness and com-
pleteness, while in the same paper he also gave a constrwatio a codelength of = 100c?In(n/gy).
This construction is often referred to as the Tardos schdmé§dl (3] the lower bound on the codelength
was further tightened, to show that one neéds2In(2)c?In(n/&;) for sufficiently largec andq = 2, to
achieve soundness and completeness.

Since the scheme of Tardos had a constant 100 in front @fthén/&; ) in the codelength, many papers
focused on constructing a scheme with the same order cagtbldout with a smaller constant. For example,
using a discrete distribution function in the Tardos schexegda et al. showed if [5] that one can achieve
codelengths of < 5¢2In(n/g;) in some cases with smai] while for largec they achieved an asymptotic
codelength of ~ 5.35¢%In(n/&;). Using a different approach, Amiri and Tardos showed In it twith
a computation-heavy construction, one can approach thoeetieal lower bound of = 2In(2)c?In(n/&1)
for largec.

In this paper we will focus on the binary Tardos scheme withattsine distribution function frornl[8],
which was introduced in_[8] and further analyzed and impdoivee.g. [2[5=F]. We will focus on two
improvements in particular. In[2], Blayer and Tassa magepttoofs of [8] tighter by introducing several
auxiliary variables which were to be optimized later, imst®f fixing them in advance. In that paper the
construction of the Tardos scheme essentially remainedahe, but it was shown that a codelength of
¢ = 85c%In(n/&1) is also sufficient to prove soundness and completeness],ISk6ric et al. did change
the scheme, by making the score function of the Tardos sclsgméol-symmetric. This also lead to
shorter codelengths, giving asymptotic codelengths ef (12 + o(1))c?In(n/&1) ~ 9.87c?In(n/&;) for



largec, while maintaining soundness and completeness. Furthrerassuming that the scores of innocent
users and the joint coalition score are normally distribugkoric et al. showed iri[6, Section 6] that an
asymptotic codelength df= (§ +0(1))c?In(n/g&) is then both sufficient and necessary. Since by the
Central Limit Theorem these scores will in fact convergedonmal distributions for asymptotically large
¢, this also provides a lower bound on the codelength, whergubkie arcsine distribution function and the
symmetric score function.

1.3 Contributions and outline

Combining the symbol-symmetric score function fr@koric et al. with Blayer and Tassa’s sharp anal-
ysis, we will proveg;-soundness ang,-completeness for at > 2 andn < 1 with a codelength of

¢ =23.79%%In(n/&1). This improves upon the codelength from Blayer and Tassa fagtar more than
3.5, and it improves upon the original Tardos scheme by a faxftorore than 4. Furthermore, for bigger
c and smaller) the constant in front of the?In(n/g;) in ¢ further decreases, easily leading to a factor 10
improvement over the original Tardos scheme and a factginthjiless than 4 improvement over the Blayer
and Tassa analysis.

Similar to work of Skoric et al., we also look at the asymptotics of our scheane, show that for
largec, we can prove soundness and completeness for a codelength @‘-i; +0(c¥3)PIn(n/&) ~
4.93c?In(n/g&;). This improves upon the asymptotic results frékoric et al. by a factor 2, and we achieve
the asymptotic optimal codelength whigkori¢ et al. proved to be sufficient and necessary undexdhed
assumption that the distributions of scores are normaildigions. We therefore close the gap of a factor
2 between the best known provably secure codelength andyinepdotic optimal codelength, for Tardos’
original arcsine distribution function and the symmetigore function. These results also improve upon
the asymptotic codelengths from Nuida et al., who used miffediscrete distribution functions, by more
than 7%.

The paper is organized as follows. In Secfibn 2 we first gieectinstruction of the (symmetric) Tardos
scheme, and compare our results with earlier results fremature. In Sectiorid 3 ahdl 4 we then prove that
the soundness and completeness properties hold undersumpisons on the parameters. In Secfibn 5
we then give results similar to those if [2, Section 2.4.5how to find the optimal set of parameters that
satisfies the conditions for our proof method to work, andimires the codelength. There we also give
such minimal codelengths, for several valueg ahdn. Finally in Sectiorl b we prove the results stated
above for asymptotically large and show that the optimal rate of convergence is of o@jer/3).

This paper is mainly based on results from the first authogster's thesis [4].

2 Construction and results

First we present the construction of the Tardos traitoritigascheme, as in_[2], where we use auxiliary
variablesd,, d;, ds for the codelengtli, accusation offseZ and cutoff parametead respectively. The only
difference between our construction and that of Blayer aamba is in the score function we use. While
Blayer and Tassa used the asymmetric score function fromosaoriginal scheme, we use the symbol-
symmetric score function frorSkoric et al.

2.1 The Tardos traitor tracing scheme

Letn > c > 2 be positive integers, and let, &, € (0,1) be the desired upper bounds for the soundness and
completeness error probabilities respectively. Let usekri= In(n/g;) so thate ¥ = & /n. Letd,,d,,ds
be positive constants, witlly > 1. Then the symmetric Tardos fingerprinting scheme workeskmAs.

1. Initialization

a) Take the codelength &s- d,c2k. ]
(a) g

INote that¢ may not be integral, while the codelength of a code of cousseth be integral. See AppendiX A for a short note on
how to solve this minor problem in our construction.



(b) Take the accusation offset parameter as d,ck.

(c) Take the cutoff parameter &= 1/(dsc), and compute®’ = arcsir(v/3) such that 0< &' <
/4.

(d) For each fingerprint positiond i < /¢, selectp; € [d,1— ] independently from the distribution
defined by the following CDFF (p) and PDFf (p):

_ 2arcsirt,/p) — 28 fo) — 1

N N =)

The functionf (p) is biased toward$ and 1- 6 and symmetric around/2.

F(p) 1)

2. Codeword generation

(a) For each position £ i < ¢ and for each user 4 j < n, select theth entry of the codeword of
userj according taP[Xi = 1] = pj andP[Xji = 0] = 1— p.

3. Accusation
(a) Foreach position £ i < ¢ and for each user & j < n, calculate the scor§;; according to:
+V/(@=p)/p i Xji=Lyi=1,
g ) vP/(A-p) i Xi=0y=1

ji =

—/(A=pi)/pi if Xji=1yi =0,
+v/pi/(1—pi) if Xji=0,yi=0.

(2)

(b) For each user ¥ j < n, calculate the total accusation s\8n= zf:1 Sji. Userj is accused if
and only if§; > Z.

Under certain conditions on the parametgrsl,, ds, which are specified in Subsectidns]2.2 2.3,
one can prove soundness and completeness, using (a moeifgédn/of) Tardos’ proof construction. Note
that, since this proof method uses several non-tight bqunidsvery well possible that there exist sets of
parameters that do not satisfy these conditions, but stdrgntee soundness and completeness. So if the
conditions are not satisfied, we can only conclude that thefpnethod does not work in that case.

2.2 Results for the asymmetric Tardos scheme

In the original Tardos scheme, and in several papers disgusise Tardos scheme, the score function
is asymmetric iny;, as only the positions witly; = 1 are taken into account for the accusations. The
construction of this asymmetric Tardos scheme is the sarre@sbsectiof 211, but with the scores from
(2) replaced by:

+v(@A=p)/p ifXi=Ly=1,
Sji =\ p'/(li p') if XJI = Ovyi = 17 (3)
0 otherwise

Blayer and Tassa performed an extensive analysis of thisxselm [2], and showed that under the following
assumptions, one can prove soundness and completenes®for gndn). In these Theorems, the function
h=:(0,00) — (3, ) is defined byn~(x) = (€ — 1—x) /x?, while the functiorh : (3,c0) — (0, ) denotes
its inverse function as in[2], so thet < 1+ x+ Ax? for all x < h(A).

Theorem 1. [2] Theorem 1.1] Let the Tardos scheme be constructed ashsestiod 2,11, but with the
asymmetric score function fro@)). Let dy, r be positive constants, with> % such that d,dz,ds,dy and
r satisfy the following two requirements:

NG

>
da > h(r)y/c’ (5
dz I’dg
— ——>1.
@ 1 (S2)



Then the scheme &-sound.

Theorem 2. [2] Theorem 1.2] Let the Tardos scheme be constructed ashisestiod 211, but with the
asymmetric score function fro@). Let sg be positive constants such thatd},ds,s and g satisfy the
following two requirements:

1-2 h-1
ds (s)s >

d
gdk —dz >/ 52 (C2)

Tardos’ original choice of parameters was the followingjckhallowed him to prove his scheme is
&-sound and,-complete for alic > 2 andn < /c/4 [8, Theorems 1 and 2]:

Then the scheme &-complete.

d, =100, d,=20, d5=300, dy=10, r=1, s=1, g=

1
a
Blayer and Tassa proved that to achieyesoundness aneb--completeness for alt > 2 andn < 1, the
following choice of parameters is also provably secufe gt®n 2.4]:

d, =85 d,=15 ds;=40, dy =8, r=0611L s=0.757 g=0.2461

In [Z, Corollary 1],ékori<’: et al. showed that the following choice of paraneseiffices to prove soundness
and completeness for asymptotically laggye

1
d;— 4, d,—4m dsy— oo, dg—2m r=1, s=h(l), g— =
According to the Central Limit Theorem, the scores of inmaaesers and the total score of the coalition
converge to certain normal distributions. Under the assiompthat the scores behave exactly like these
normal distributionsSkoric et al. showed in [7, Corollary 3] that the followinlgaice of parameters is then
sufficient and necessary to prove soundness and complstenes

d;— 2%, d;—2m ds— oo

Applying the analysis from Sectidd 6 to the asymmetric Tarscheme, we can prove that the following
choice of parameters is provably sufficient for laoge

1
dy—2m, d;—2m ds—oo, dg—m r— 5 Soe g
So with Blayer and Tassa’s proof construction, we obtainia2g¢ shorter asymptotic codelength compared
to the shortest provable codelengthSKoric et al. for the asymmetric Tardos scheme, and we el
asymptotic optimal codelength for the asymmetric Tardbeste whichSkori€ et al. only achieved when
they added the assumption that scores behave like norni@bdtsons.

2.3 Results for the symmetric Tardos scheme

We will prove in SectionEl3 arid 4 that with the following asgiimns on the parameters, we can also prove
soundness and completeness for the symmetric Tardos scheme

Theorem 3. Let the Tardos scheme be constructed as in Subséciion 2l 1etedy , r be positive constants,
with r > % such that d,d;,ds,dy and r satisfy the requirements frof81) and (S2). Then the scheme is
£-sound.

2These results can be obtained by applying the analysis fextid®®[® to Blayer and Tassa’s original analysis for the anptric
Tardos scheme. The main difference is that then one rgaed% +0(1) instead ofg = ,%-1—0(1), which causes an extra factor 4 for
d; and extra factors 2 fail, andd, .



Theorem 4. Let the Tardos scheme be constructed as in Subséciibn 2iletagig be positive constants,
such that d,d;,ds, s and g satisfyfC2) and the following requirement:

2— ¢ _h(g)s

M Vdsc — g

(C1)

Then the scheme &-complete.

Using the above results, in Sect{dn 5 we will pr@yesoundness ang-completeness for atl > 2 and
n <1 for the following set of parameters:

d,=2379, d,=806, ds=2831 dy=458 r=067 s=107 g=.0.49

This improves upon the constants from Blayer and Tassa bgtarfenore than %, and it improves upon
the original Tardos scheme by a factor more than 4. Furthexpfior biggerc and smallern the values of
d, further decrease, easily leading to a factor 10 improvemegrtthe original Tardos scheme.

Skoric et al. showed that for asymptotically largethe following set of parameters is sufficient for
proving soundness and completeness in the symmetric Tacthesne [6, Corollary 1]:

2
d—m, d,—2m ds— o, dy—m r=1 s=h(1), 9= —.
With the added assumption that the scores of innocent usdrthe joint score of guilty users are normally
distributed,Skoric et al. also showed that the following set of paramseite sufficient for soundness and
completeness, for asymptotically larg6, Corollary 2]:

d— —, d;—m ds— oo

Since by the Central Limit Theorem these scores will alsoveage to normal distributions, this shows that
the asymptotic optimal codelength for the symmetric Tarsideme i = (§ +0(1))c?In(n/g). We
show in Sectionl6 that for asymptotically largewe can actually prove soundness and completeness for
this optimal codelength, without any added assumptionthd@symptotic case af— o, our construction
gives the following parameters:

d[—>§, d;— 1, ds— oo, da—>7—2T, r—>%, S— oo, g—>7—2_[.
Similar to the asymmetric case, we thus get a factor 2 impnave overSkoric et al’s best provable
asymptotic codelength, and we achieve the asymptotic @ptiodelength whiciskoric et al. only proved
with the added assumption that the scores behave like ndisi@ibutions. This also improves upon
results from Nuida et al. ir_[5], who showed that with certdiscrete distribution functions, one can
prove soundness and completeness for5.35¢%In(n/g;) for largec. With our construction, we show a
codelength of ~ 4.93c%In(n/&;) is provably secure for large

3 Soundness

Here we will prove Theoref 3, i.e. prove the soundness ptpfrem Definition[d, under the assumptions
(1) and[(SR). We will closely follow the proof of soundneé8layer and Tassa of [2, Theorem 1.1]. We
will first prove an upper bound da [e"sl] , with a = 1/(dgc) and using only[(31), and then use this result
together with[(SR) to prove upper boundsRjij € o(¥)] for innocent userg, andP[g(p (X)) £ C].

Lemma 1. Let d, and r be positive constants, with>r £, such that ¢, d, and r satisfy EquatioS1)
Let j be an innocent user, and lej Be the user’s score in the Tardos scheme from Subsdciibri 2t1.
a =1/(dqc). Then

) 2
EY,X,ﬁ [easj} < e+ra Z' (4)



Proof. Firstwe fillin §j = Zlesji and use tha$; does not depend oXj; for ' # | to get

! 14
Eyx.p [easj} = EYXjﬁ l'ﬂeasji] - 'l_lEyi,in,pi [easji] :
1= 1=

SinceS;i < 1/1/0 = /dsc it follows thataSji < 1/ds/(da+/C). From [S1) we know thay/ds/(dq+/C) <

h(r) for our choice of, henceaS;ji < h(r). From the definition oh we know tha&* < 1+ x -+ rx? exactly
whenx < h(r). Using this withx = aSj; we get

E [°Si] <E[1+aSj+r(asj)?] = 1+ aE[S;] + ra’E[S}].

We can easily calculate[S;i] and E[SJ-Zi], asy; and Xj; are independent for innocent usgtsAs in [,
Lemmas 2 and 3], we obtain

E[Sj]=0, E[Si]=1 (5)

So it follows thatE [e7Si] < 1+ra? < &9, andE;x ; [*S] < €9°/, which was to be proven. O

TheoreniB.We prove that the probability of accusing any particulaoicent user is at mosg /n. Since
there are at most innocent users, the probability of not accusing any innbcesers is then at least
(1—&/n)" > 1— &, which then proves the schemesissound.

Since a user is accused if and only if his scByexceed<, we need to prove th&[S; > Z] < & /n
for innocent users. First of all, we writea = 1/(dsC), and we use the Markov inequality and Lemima 1
to obtain

P[j € 0(y)] = P[S; > Z] = P[e*S > 77| < & 9ZE [¢*S)] < g 9ZH1a%,

Since we want to prove th&j € o(¥)] < &/n, the proof would be complete gz’ < gk < &/n,
i.e.if —aZ+ra?¢ < —k. Filling in a = 1/(dqcC),Z =ds,ckand?l = d,ck, and dividing both sides byk,
we get

dz I’dg
— ——=2>1.
de d2 —
This is exactly inequality ($2), which was assumed to holis Tompletes the proof. O

Compared to the original proof inl[2], this proof has bardhiacged. The only difference is that now
the scores are counted for all positidngstead of only those positions whefe= 1. However, since in
the proof in [2] this number of positions was bounded’bthe result remains the same. This explains why
we can proveg;-soundness with the symmetric score function under the smsmiemptiond (31)[_(52) as
in [2].

4 Completeness

For the proof of Theorer] 4, we will again closely follow theopf of Blayer and Tassa of[2, Theorem
1.2], and make changes where necessary to incorporaterttimsgymmetric score function. We first give
a Lemma to bound the expectation valuek s [e*ﬁﬂ with B = sv/d/candS= Y jecSj, and then use
this Lemma to prove completeness.

Lemma 2. Let s and g be positive constants such thatscand g satisfy{CT). Let = s\/g/c, letC be a
coalition of size ¢, and let S y j.c Sj be their total coalition score in the Tardos scheme from 8atisn

2. Then

o8 <9 ©)



The proof of Lemmal2 is quite lengthy and can be found in AppeBd Using this Lemma we can
easily prove Theoref 4.

Theoreni¥.We will prove that for a coalition of size, with probability at least 1 &, the algorithm will
accuse at least one of the colluders. Note that if no colkides accused, then the score of each colluder
is belowZ. Hence if the total coalition scof®exceedsZ, then at least one of the pirates is accused. So to
proveez-soundness, it suffices to prove thE < cZ] < &.

We first use the Markov inequality and Lemma 2 with= sv/5/c > 0 to get

Plo()NC=0] <P[S<cZ =P [e*ﬁs > e*ﬁcz} < ey [e*ﬁs} < PoZ9BL,

Since we want to prove th&{S< cZ] < e 1K < (g1/n)" = &,, the proof would be complete ficZ — gB¢ <
—nk. Filling in B =sv/3/c,¢ = d,c?k,Z = d,ck, & = 1/(dsc) and writing out both sides, we get

d
gde—dzzn\/sz—i-

This is exactly inequality[(G2), which was assumed to holiisTompletes the proof. O

Compared td[2], we see that instead of using (C1), we now thegtihequality[(C1’) holds. Comparing
these two inequalities, we see that a tekrhas changed to % and a termd%n has changed to g\;‘—n The

most important change is ti%achanging to a% since that term is the most dominant factor (and the only
positive term) on the left hand side ¢f (C1’). By increasihgstby a factor 2, we get that < ,—21 instead

of g < 7—11 Especially for larges, this will play an important role, and it will basically beeheason why
the required codelength can then be reduced by a factor a@u to Blayer and Tassa’s analysis for the
asymmetric scheme.

While the other change (thé%T changing todéin) does not have a big impact on the optimal choice of
parameters for large, this change does influence the required codelength forlentalBecause of this
change, we now subtract more from the left hand sidé ofl (Gb'that the value o is bounded sharper
from above. This means that for finitewe cannot reduce the codelength of Blayer and Tassa by & facto
4, but only by a factor slightly less than 4.

Finally, after using[{C1") in the proof above, the analysisained the same as in [2]. So under the
same assumptiof (C2) as id [2], we could also complete thef fwothe symmetric Tardos scheme.

5 Optimization

Similar to the analysis done by Blayer and Tassalin [2, Se&id], we also investigate the optimal choice
of parameters such that all requirements are satisfieddaisdninimized. As only one of the inequalities
has changed, and it changed only on two positions, the fasfok the optimal values afs,dq,dz, d; in
the following Theorem are almost the same asln [2, Secti®R.We do not give a proof here, as it would
be nearly identical to the analysis donelinh [2, Section 2.4].

Theorem 5. Let n,c be given, and let 5,g be fixed, satisfying € (%,oo),se (0,0),g € (0, 7%). Then the
optimal choice of g, dq, dz, d;, minimizing d and satisfying conditionS1),(S2),(C1),(C2), is given by:

2

. 1 (h-(9)s)? 16 (2 h=1(s)s

d5<%_zg<\/ . +n<ng)+ 7 : (01)

. ds r\? r_|ds

o = e W’ﬂ(a) eSS ©2

. ol %

dZ:M7 (03)
gdg —r



n n %%‘f‘d\z
b= V&2

9 (04)

So to find the optimal septupl@f,é,@,d(;,(fa,(fz, d}) for given c,n, satisfying all requirements and
minimizingdp, one only has to find the triple, s, g) with r € (3,%),s€ (0,) andg € (0, 2) that minimizes
the right hand side of (Q4).

Example An optimal solution to[(S1).(32).(C1').(C2) fer> 2 andn = 1, minimizingd,, is given by
d,=2379, d;=806 ds=2831 dy=458 r=067, s=107, g=049

This means that with these constants, we can prove soundndssompleteness for adl> 2 andn <

1, with a codelength of = 23.79¢%In(n/&;). Compared to the original Tardos scheme, which had a
codelength of = 100c? [In(n/&1)], this gives an improvement of a factor more than 4. Furtheeme

can prove that this schemeds-sound and,-complete for any value af > 2 andn < 1, while Tardos’
original proof only works foc > 2 andn < ,/c/4.

Example In practice, one usually hap< 1 instead of7 = 1. For example, it could be that =1/2 is
sufficient, whiles; = 102 is desired and there ane= 10° users, so thap ~ 0.033. Then the optimizations
give usd, ~ 10.89 for c = 2. So with this larger value of,, a codelength of = 10.89c?In(n/¢;) is
sufficient to prove the soundness and completeness pregpéstianyc > 2. This is then already a factor
more than 9 improvement compared to the original Tardosmehe

If we let c increase in inequalitie§ (O 1).(O2),(10B).[04), i.e. if wadyowant provable soundness and
completeness far > ¢ for somecy > 2, then one can easily see that the inequalities become waia#te
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Figure 1: Optimal values otl,, for several values ot between 2 and 1000. The different lines correspond to thescas
n =1,0.50.2,0.1,0.01 respectively, where higher valuesrptorrespond to higher values df.

an even shorter codelength can be achieved. Higure 1 shewptimal values ofi, against different values



of ¢, for several values af. One can see that for largea codelength of < 6c%In(n/e;) can be sufficient.
In the next Section, we will see that for largethe optimal values o, will converge toé ~ 4.93.

6 Asymptotics

Here we show that with the symmetric Tardos construction¢fe> o we can prove soundness and com-
pleteness fod, = § +0 (0*1/3). We calculate the optimal first order error term explicidpd also show
explicitly the dependence am, as the choice off may depend on the particular application. Note that at
leastn <1, but it may be considerably smaller and it may depend aswell.

Theorem 6. Lety = (3%)2/3 ~ 0.35577 The optimal asymptotic (for-e> ) value for d, and the accom-

panying values for dd;, are

S n 1
= -1/3
d, 5 (1+ <3y+ 18y|ogc(1+ 0(1))> c ) , (7)
d,=m(1+ §y+ 6yi(1+ o(1)) ) c /3 (8)
z 2 logc ’
_4 (13 1/3
5= (1- 3 (1 o(1) ) & ©)
and the choices for,g, s leading to them are given by
_2(1_ (Y, 51 -1/3
9=2 (1 (2y+ 3vlogc<1+o<1>>) ¢33, (10)
1 _ n -1/3
r=3 <1+ <2y GV—Iogc(1+ 0(1))> c , (12)
g 22N 1/3
s=log (nzylogc(l+ o(1))c . (12)

We have optimized fod,, and one could get slightly better error terms égror ds. For example,
optimizing ford; yields an optimal value oft(1+ (3y’ + 9y ks (1 + 0(1)))c~/3), for a suboptimati, of
§ (1+ (4y + 15/ e (1+ 0(1)))c~Y/3), wherey’ = 2-1/3y.

It is remarkable that the error terms fiyrandd, scale withc=1/3, while Skori¢ et al. found error terms
scaling withc=/2. It turns out that in[[5] an error term i was not taken into account, and if one does do,
their analysis for the binary case will also yield error tersealing withc=/3. Also note thatl; (related
to the cutoff) scales witk/3, i.e. the cutof“f%c scales withc=#/3 rather than witlc ™ as one might have
guessed.

An immediate consequence of Theorgm 6 is the following tewiiich shows that asymptotically we
will achieve codelengths df~ 4.93c%In(n/¢1), i.e. codelengths that are abou®3% of Tardos’ original
codelengths.

Corollary 1. For c— o the above construction gives afrsound and,-complete scheme with parameters

(— gczln(n/el), Z—mcin(n/e), &— %0*4/3.

This proves that our analysis is asymptotically tight, sifar largec we achieve the optimal codelength
of ¢ = (% +0(1))c?In(n/&y).

Remark In the proof of Theoreml6, we use thatan be taken in the neighborhood%)to get the final

result,d, = % +0(c~¥/3). In [6] however, no such variabtewas used, as it was simply fixed at 1. If they
had takerr as a parameter in their analysis and had taken it cIo@imthe asymptotic case, then they
would have obtained the same asymptotic results as we digeabot still with different first order terms.
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A Integral codelengths

One detail we have not taken care of and which is often "swepetthe carpet” in other literature, is that the
codelength? by definition has to be integral. In the construction of thedda scheme however, we said we take
¢ =d,c?In(n/gy), while In(n/g;) andd, may not be integral. To solve the problem of non-integraktendgths, Tardos
rounded up Ifn/€1) and tookd, = 100 in his original scheme. Blayer and Tassa also rounded(apé;) and took

d; = 85, presumably also to guarantee thé integraﬁ. However, rounding up, and In(n/&1) could drastically in-
crease the codelength. For example, suppesa(®, g = &, =0.01, andc = 25. Ther = 0.25 and Ijn/&1) ~ 18.42,
and numerical optimizations giv# ~ 8.18. Without rounding we would get a codelength/ef 94155, while with
rounding we get’ = 106875. So then the codelengthis more than 1%% higher thar?, only because we rounded
up both I{n/&1) andd,.

Instead of rounding up inbetween, rounding up the entireelemyth to/’ = [d,c?In(n/&,)] makes more sense.
The codelength is then increased by less than 1 symbol, saxdé/motice the difference in the codelength. However,
the proofs we give in Sectidd 3 afill 4 are based erd,c?In(n/£1), which corresponds to usirdy = £/(c?In(n/&1)).

If we take?’ = [/], then we getl) = [0]/(c®In(n/&1)) > d; (for ¢ ¢ N), so that with the same paramet@andd we

may not be able to prove soundness and completeness anyimpegticular, equatiori ($2) might not be satisfiedif
is increased, sincE(H2) implies thatl4< d2. Increasing the left hand side may violate this bound, if wendt also
increased;.

The following Theorem takes care of this minor problem, bgveing that if we can find a solution t6 (51, (S2),
(CI), (C2) with a fractional codelength then we can also find a solution to these inequalities wiéhititegral
codelength¢]. In particular, we show which scheme parameterd andd one could take to achieve this result.

Theorem 7. Let the Tardos scheme be constructed as in Subsdctibn 2letfu,,dz,ds,dqa,r,s,9) be a septuple

satisfying conditiongS1), (S2), (CI), (C2) giving scheme parametets = d,c?In(n/g1),Zg = d,cIn(n/&1) and & =
1/(dsc). Then the Tardos scheme from Subsecfioch 2.1 with parameters

(=[t], Z=20+2([te] ~to), 5=0&, (13)
is £1-sound ande,-complete.
Proof. Let us writeco = d;([4g] — o) /¢o. We prove that if the equations hold fa,, dz,ds,dq, T, s,0), then they also
hold for (dj,dj,ds,dy.r,s,9), whered) = dy + w,d; = d; + gw, dy = (dj + /(d})2 —4rd))/2. Since for this set of
parameters we gétZ andd as in [I3), the result then follows.
First note that sincds, sandg did not change, both sides of inequallfy (C1’) remain theesamd this inequality is

still satisfied. For inequality {Q2), note that both sidemakmained the same, sirg — d;, = g(d; + w) — (d;+gw) =
gd; — d;. For [S2), we rewrite this inequality as a quadratic ineitya d:

(dly)? + (—db)dy +rd) < 0. (14)

This inequality is satisfied if and only i, lies between the two roots &f + (—dj)x -+ rd) = 0, which therefore must
exist. These roots exist if and only(if,)% — 4rd) > 0. Since we know thai? — 4rd, > 0 the inequality follows if

(dy)? —4rd) = (dZ — 4rd,) + (290, + g*w” — 4r) > dZ — 4rd; > 0.

From [S2) and{02) we know thgtd?) > g(4rd,) > 4rd,, i.e. gd, > 4r. So it follows that gd, + g?w? > 4r, which
proves the second inequality. The third inequality thetofos from [S2).

Finally for (S1), we prove that}, > d,, while the right hand side remains the same, so that thisialiy is still
satisfied. Note thad, is also at most the largest root bf{14),dip— dy is bounded by

&+ d2—ad,  dyt /2 ard,
dy—dg >V L EIVE >9%50

2 2 2
Here the second inequality follows from earlier calculasidhat(d})2 —4rd) > d2 — 4rd,. So this choice ofl is at
least as high ady, so inequality[(SI1) is satisfied. This completes the proof. |

SNumerical optimizations show that even a parameter setayith81.25 exists that satisfies all requirements of Blayer and Tassa
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B Proof of Lemma[2

For proving Lemm@]2 we will again closely follow the analysiBlayer and Tassa, and make changes where necessary.
First, we write the total accusation sum of all colludersetbgr as follows:

S:éjeisji :éyi (Xiqi - C;iXi) ﬂé(lw) (C;X‘ *XiQi) .

Herex; is the number of ones on thith positions of all colludersy; is the output symbol of the pirates on position
i, and we introduced the notatiep= /(1— p;)/pi- Following the analysis from e.g. Blayer and Tassa, ando&grd

but using tha§ = (1—y;) (Ca—lx' - Xiqi> for positionsi wherey; = 0 (instead of§ = 0, as with the asymmetric score
function), we can bound the expectation value by

Epx.s e P9 < (Xi) (i) MX> [, (15)

Eox if x=0,
My = q E1x if x=c,
max(Eqx,E1x) oOtherwise

where

and, for some random variabpedistributed according t&,
EO,X — Ep |:pX(1_ p)Cfxefﬁ(C;foq):l ,
El,X — Ep |:d((1_ p)Cfxele(Xq*%>:| )

Now, usingB = sv/3/c, we bound the exponents iy x andE; x as follows.

So|B(xq— (c—x)/q)| < sfor our choice of3. So we can use the inequali®’ < 1+w+ h~1(sjw? which holds for
allw <'s, withw = +£(xq— (c—x)/q), to obtain

Eox < Ep [px(l— p)c* (1+B (xq— C%X) +hY(s)B? (xq— %)Zﬂ ,

Eix <Ep [px(l P (13 (qu %() +h(s)p? (qu qu)zﬂ -

Introducing more notation, this can be rewritten to

EO,x < I:0.,x + :BFLX + hil(s)BzFZ,m
El,x < I:0.,x - :BFLX + hil(s)BzFZ,m

where
Fox =Ep [P*(1—p)*7],
c—X
Fix=Ep {px(l— p)°* (Xq— T)} )

Fax=Ep [px(l P (qu C;Xﬂ :

We first calculatd;  explicitly. Writing out the expectation value and using thedinition of f (p) from (), we get

1 -5 cx X C—X
Flﬁx—m/a p(1-p) (E)ilfp)dp

12



The primitive of the integrand is given Byp) = p*(1— p)¢, so we get
1(1-93)—1(3) (1—9)*d*—d*(1—05)

sy, m— 40 (16)
For 0< x < ¢, we boundF; x from above and below as
_6X(1_6)C7X (1_6)X607X
——— <Fhx<——F5—
m—49% ’ m—4%'

Using these bounds fdly, with 0 < x < ¢, we get

max(&(1— )%, (1- 88>
Py +h1(s)B?Fax.

Sinced < 1— 9, the maximum of the two terms is the first term wher & < ¢/2, and it is the second term when
¢/2 < x < c. Note that this bound is different from the one of Blayer andsg, since in their analysis they do not have
this maximum over two terms, but just the first of these twonterWe cannot prove the same upper bound as Blayer
and Tassa, and therefore our boundNi 0 < x < c, is slightly weaker than Blayer and Tassa’s.

For the positions where the marking assumption appliess +€0 andx = ¢, we do not use the bounds &y, but
use the exact formula frori (IL6) to obtain

Mx < FOA,x+3

(1-)°—&°

Mo < Foo—B~——5 (9B,
1-9)°-0° | _
Mc < Fo,c—B% Y(9BFac.

The value ofM is the same as that of Blayer and Tassa, but whereas Blayérassd hadg = Fo, we get a lower
upper bound oM. This is essentially the reason why with the symmetric sfanetion we get shorter codelengths
than Blayer and Tassa.

Substituting the bounds dvly in the summation ovevly from (I8) gives us

c /¢ -1 /¢
X;)(X)MXSMO+Mc+Z (X)MX

(Fo 0— 5(167)45,& + hfl(s)ﬁzeﬁo)

+ (Fo,c - ﬁu%)dfg,éc + hfl(S)BZFz,c)

lc/2] 5*(1— 5)cx -
+ z ( ) (FO,X+BW +h 1(5)52F2ﬁx)
c-1 IS 1— d)Xdc—X
+ ; ( ) ('%x%’ﬁ% +h71(s)ﬁ2|:2ﬁx) .
x=1672)+1 \X
Gathering all terms wittg x andF, x, and using the substitutiori = ¢ — x for the summation ovefc/2] — 1 terms,
we get
€ /c E (c 21-98)° 1, . .2< [C
> (X) UENY (X) Fox—B gy O3 (X) Fax
B L (e «
Ny +z()616

B fc/2]-1 /o ) )
+m<5c+ 2, (x/)‘sx(l“s)”) an

For the summation ove® y, let us define a sequence of random variablg$’_, according tdl; = q with probability
p andT; = —1/q with probability 1— p. Similar to the inequalities froni{5), we get tHa§[T;] = 0 andEp[TiZ] =1.
Also, sinceT; andT; are independent fdr# j, we have thaEp[TiTj] = 0 fori # j. Therefore we can write

p R;Tﬂ - 355[] + 3 Ep[TT] =
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But writing out the definition of the expected value, we sex the left hand side is actually the same as the summation
overF,y, so that we get

v [<ZT>] -5 () pa-pe (- CTX)Z—XZ (©Jee-o

Also we trivially have that

£ 5 Qeima-ven-a[§ (ra-ve ]

For the summation oveic/2] terms we use the following upper bound, which then also haidthe summation over
[c/2] —1terms:

s (C F1-8*< ¥ (O)oX(1-6*=1-(1-5)° < 60
" z1 X _le X B T

X=

Note that this first inequality is quite sharp. In most cades 1— J, so that the summation is dominated by the terms
with low values ofx. Adding the terms witHc/2] < x < c (i.e. terms with high powers @) to the summation has an
almost negligible effect on the value of the summation.

Now applying the previous results {0{17), and usftig- )¢ > 1 — dc, which holds for allc, we get

x;(X)ngl—Bm—Fh (S)B C.

We want to prove that, for songe> 0,

< (¢ 2-4¢5 | 4 .
x;(X)nglfﬁn—%/Jrh (9B c<l-gB<e . (18)

Filling in B = sv/5/c andd = 1/(dsc) and writing out the second inequality, this leads to the ireguent that

T 1/d5c =9

This is exactly inequality{C1’), which is assumed to holdnibining the results from Equatiois{18) ahd] (17) gives

us
ooz (L) e

This completes the proof. |

4
2-4 hi9s_

C Proof of Theorem[6

We introduce parametekg, K, Ks, a priori depending o, to enable us to write

_2 a3 o —1/3 e
9= Kgc ™2, h(r)=Kc 7, srrl(s)_Ksc .

Clearly Kg,K:, Ks are positive, and we will assume thi§§ andK; are O(1) for ¢ — . This assumption will be
validated later on. Note that we do not demand thisdgtand indeed, it will turn out thafs — o).
Note thatr = h™(Krc™V/3) = J + §Krc™ /34 0(c™%/3), so that, with for conveniend@ = §, we have

_n 4 n -1/3 -2/3
R—Z+(§Kg+l—2Kr)C +O<c ) (19)
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Next, for convenience we plli = d5 , and then we have from (O1) that= Doc~1/3, where

1 16
Do==—— [1+/1+ =KgK2 ] .
0 2Kng<+ +n93>

Note thatDy is a decreasing function &fs, with limiting value -2 %

From (0O2) we see thaly = max{%,xo}, wherexg = R+ {/R2 RD%. Note that
n 2/3
Xo = 2R+2D +o< ) (20)

where we used th# = 0(1). Note that (O3) and (O4) implgl, = ”d” )3 and that bydy > Rwe haved, > ———=

2%+D 1

2x0+Dﬂ
g

with equality if and only ifdy = Xg. So in order to minimizel, we minimize , and show that there is a solution
to this withdy = Xg, which then must be the optimum. For this optimal soluthn@) and[(2D) we get
U n

dy = ; +Loc 3+ 0(c?/3), whereLg = gKg + 5 K+ Mo (1)

To find the main terms in the optimal values &hrd;, ds, for the moment we neglect error terms. The fact that= xg

implies that% < Xg, and this is asymptotically equivalent%? < Z. This can be expanded intotly/ 1+ 1—,$’KgK52 <

TKgK; Ks, and this leads torr*KgK? — 16)Ks > 21K, which actually is two conditions:

16 21K,
KgKZ > == =051602.., Ks> —x o —. 22
o T T ST mKgK2 - 16 (22)
This shows that it is impossible to choose bghandK; close to 0, and that it is certainly possible to choose them
O(1) asc — . Note that optimizingﬂS implies takings as large as possible, but this means takiags small as
possible, which is limited by the above condition. Inde@dminimizing Lo we would like to minimizeKg andK;,
leading to growingd<s, while alsos preferably keeps growing. We will see that this is possible.
In optimizing Lo, to find the main term we also neglect for the moment the Uaﬁaﬂs as it also tends to 0. So
we optimizelg = iKg + iKr under the constrairKgK2 16 . The minimal value fok{, is reached foKg — £ ~
0.11325K, — 6y = 2 1346 wherey = (£)%/2 ~ 0.35577 |s a convenience constant. In this ciigk? — 13, so

Ks — o, andDg — ﬁ \F — 31y ~ 3.3531. It follows that_ i — %yw 5.2670.

Let us next be more careful, and not throw away the tﬂfﬁo% and the error termsLg as in [21) is a priori a
function ofKg, Ky ands. We can take foKs its exact optimal value according {0{22), viz.

21K,
Ks= = rm—r, 23
5T mBKgKZ - 16° (23)

so thatDg = ZK;. Note that[[ZB) allows us to eliminate frog the variableKg. This yields

m n 1
Lo=—1(1 — K
°=7% ( +3s> r+n2KrKs 8z
We now minimizel g by setting the partial derivatives w.rgandK; to 0. Indeed,gk0 = (1+ 3L - K21KS -
16K3, and this being 0 implies
S n
—(1+31)K?— 16—_712— 24
6 ( + s) Ky (24)
Further, by;% K — 7%0*1/3 we find % = %Kr + 7'12%r %Mcfl/e‘, and this being 0 implies
K2 = %((sfl)e5+1)c*1/3. (25)

From [23) and[(Z5) we eliminat&, and thus obtain an equationsmonly, viz.

<1+3%) 24\[ /2= 3iesTls((s— 1)e°+1)Y/2,

(s—1)e¥+1)%2 - e

n3/2
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The first term on the left hand side@§$)3/2(l+0(%)), and the right hand side %%13//22(1+O(%)), and ag) < 1

ands — « the right hand side clearly is smaller, so vanishes irQbg). So we find($¢)%/2(1+0(3)) = %2@01/2,

and this yields
_(8 1 1/3
sé_(nzynJrO(logc))c .

V. 1_ 3 (), o(logloge
s= 3logc—loglogc-+logn +0(1), s~ loge (1+O( loge )>, (26)

Y, 5 1
Ks_ﬁlog c(1+0(@)). (27)

Indeed we find thaKs ands both tend taw.
To get the proper value fd€; we turn to [2%), and introduc® such thak, = 6y+ 6, so thatd will tend to 0. Then
([24) becomes a cubic equation@n

031 18/0%+ 1082 — — 0 0+ we o3y ), (28)
(1+32)Ks 1+37  (1+31)Ks

In turn this implies

and

Whens — « andKg — =, this ultimately become8(62 + 18y0 + 108y%) = 0, with the quadratic term being positive
definite, showing thaf(28) for finite largehas exactly one real solution, which will be close to 0. Fis #olution we

have, using(26)[{27),
(108y2+o(|ogizc)) 0+0(62) = —2?828% (1+o($)) ,

o 2(0(d]) w- Ko o( )

Putting everything together, usirig{26), we find

hence

Lo= Sy (Lron it (1+ow)).

The result now easily follows. |
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